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Computing and the use of digital devices is seen as an essential resource to support learning and 
teaching, as well as playing an important role in the everyday lives of children, young people and 
adults. At Foxfields Academy we understand the responsibility to educate our pupils on e-safety 
issues; teaching them the appropriate behaviours and critical thinking skills to enable them to 
remain both safe and legal when using the internet and related technologies. 
 
This policy applies to all members of the school community (including staff, students/pupils, 
volunteers, parents/carers, visitors, community users) who have access to and are users of school 
digital technology systems, both in and out of the school. 
 
The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, 
to regulate the behaviour of pupils when they are off the school site and empowers members of 
staff to impose sanctions for inappropriate behaviour. This is relevant to incidents of online-bullying 
or other online safety incidents covered by this policy, which may take place outside of the school, 
but is linked to membership.  The 2011 Education Act increased these powers with regard to the 
searching for and of electronic devices and the deletion of data (see appendix for template policy).  
The school will deal with such incidents within this policy and associated behaviour and anti-
bullying policies and will, where known, inform parents/carers of incidents of inappropriate online 
safety behaviour that take place out of school. 
 
The aim of this policy is to:  

• ensure the safety and wellbeing of children and young people is paramount when adults, 
young people or children are using the internet, social media or mobile devices; 

• provide staff and volunteers with the overarching principles that guide our approach to 
online safety;  

• ensure that, as an organisation, we operate in line with our values and within the law in 
terms of how we use online devices. 

The policy applies to all staff, volunteers, children and young people and anyone involved in 
Foxfield’s activities. 
The school will monitor the impact of the policy using:  
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• Logs of reported incidents; 
• Monitoring logs of internet activity (including sites visited)/filtering;  
• Internal monitoring data for network activity. 

 
Roles and Responsibilities 
Governors  
Governors are responsible for the approval of the online safety policy and for reviewing the 
effectiveness of the policy. This will be carried out by the Governors receiving regular information 
about online safety incidents and monitoring reports. The named Safeguarding Governor will be 
responsible for overseeing the online safety procedures of the school. This will include:  

• regular meetings with the Computing Subject Lead; 
• regular monitoring of online safety incident logs; 
• regular monitoring of filtering/change control logs; 
• reporting to relevant Governors meeting. 

 
Headteacher 

• The Headteacher has a duty of care for ensuring the safety (including online safety) of 
members of the school community; 

• The Headteacher and Senior Leaders are responsible for ensuring that the Computing 
Lead and other relevant staff receive suitable training to enable them to carry out their 
online safety roles and to train other colleagues, as relevant; 

• The Headteacher will work with ARK, who provide IT monitoring and filtering systems 
across the school’s electronic devices and receive reports of any monitoring concerns.  

 
Technical Support 
The school receive technical support from ARK who are responsible for implementing relevant 
filters to all electronic devices. They will ensure: 

• That the school’s technical infrastructure is secure and is not open to misuse or malicious 
attack; 

• That the school meets required online safety technical requirements and any MAT online 
safety policy/guidance that may apply; 

• That users may only access the networks and devices through a properly enforced 
password protection policy; 

• The filtering policy is applied and updated on a regular basis and that its implementation is 
not the sole responsibility of any single person; 

• That they keep up to date with online safety technical information in order to effectively 
carry out their online safety role and to inform and update others as relevant; 

• That the use of the networks, internet and digital technologies are regularly monitored in 
order that any misuse or attempted misuse can be reported to the Headteacher for 
investigation and necessary action; 

• That monitoring systems are implemented and updated as agreed in policies. 
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Teaching and support staff 
• have an up to date awareness of online safety matters and of the current school online 

safety policy and practices; 
• they have read, understood the CIT Acceptable Use of the Internet policy;  
• they report any suspected misuse or problem to the headteacher or designated 

safeguarding lead for investigation; 
• online safety issues are embedded in all aspects of the curriculum and other activities;  
• pupils understand and follow the Online Safety Policy; 
• they monitor the use of digital technologies, mobile devices, cameras, etc. in lessons and 

other school activities (where allowed) and implement current policies with regard to these 
devices; 

• in lessons where internet use is pre-planned pupils should be guided to sites checked as 
suitable for their use and that processes are in place for dealing with any unsuitable 
material that is found in internet searches and not blocked by the current filtering system; 

• Report any inappropriate websites that are not blocked through the filtering system to ARK.  
 
Designated Safeguarding Lead 
Should be aware of the potential for serious child protection and safeguarding issues to arise from: 

• sharing of personal data; 
• access to illegal or inappropriate materials; 
• inappropriate on-line contact with adults or strangers; 
• potential or actual incidents of grooming; 
• online-bullying. 

 
Pupils 

• are responsible for using the school digital technology systems in accordance school 
policies; 

• need to understand the importance of reporting abuse, misuse or access to inappropriate 
materials and know how to do so; 

• should understand the importance of adopting good online safety practice when using 
digital technologies out of school and realise that the school’s online safety policy covers 
their actions out of school, if related to their membership of the school. 

 
Parents/Carers 
Parents/carers play a crucial role in ensuring that their children understand the need to use the 
internet and mobile devices in an appropriate way. The school will take every opportunity to help 
parents understand these issues through parents’ meetings, newsletters, letters, website, social 
media and information about national and local online safety campaigns.  Parents and carers will 
be encouraged to support the school in promoting good online safety practice.  
 
If online abuse occurs, we will respond to it by:  

• having clear and robust safeguarding procedures in place for responding to abuse 
(including online abuse); 
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• providing support and training for all staff and volunteers on dealing with all forms of abuse, 
including bullying/cyberbullying, emotional abuse, sexting, sexual abuse and sexual 
exploitation;  

• making sure our response takes the needs of the person experiencing abuse, any 
bystanders and our organisation as a whole into account;  

• reviewing the plan developed to address online abuse at regular intervals, in order to 
ensure that any problems have been resolved in the long term. 

 
E-Safety Education  
Pupils 
Whilst regulation and technical solutions are very important, pupils use must be balanced by 
educating pupils to take a responsible approach.  The education of pupils in online safety is 
therefore an essential part of the school’s online safety provision. Children and young people need 
the help and support of the school to recognise and avoid online safety risks and build their 
resilience.  
Online safety is incorporated in all areas of the curriculum and staff should reinforce online safety 
messages across the curriculum. The online safety curriculum will be provided in the following 
ways:  

• A planned online safety curriculum is provided as part of Computing, and PSHE; 
• Key online safety messages are reinforced as part of a planned programme of assemblies 

and pastoral activities; 
• Pupils should be taught in all lessons to be critically aware of the content they access on-

line and be guided to validate the accuracy of information; 
• Pupils should be supported in building resilience to radicalisation by providing a safe 

environment for debating controversial issues and helping them to understand how they 
can influence and participate in decision-making; 

• Pupils should be encouraged to understand the need to adopt safe and responsible use of 
the internet both within and outside school;  

• Staff should act as good role models in their use of digital technologies, the internet and 
mobile devices; 

• In lessons where internet use is pre-planned, it is best practice that pupils should be guided 
to sites checked as suitable for their use and that processes are in place for dealing with any 
unsuitable material that is found in internet searches; 

• Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring 
the content of the websites the young people visit; 
 

Parents/Carers 
Parents and carers play an essential role in the education of their children and in the monitoring 
and regulation of the children’s online behaviours. Parents may underestimate how often children 
and young people come across potentially harmful and inappropriate material on the internet and 
may be unsure about how to respond. 
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The school will therefore seek to provide information and awareness to parents and carers 
through:  

• Curriculum activities; 
• Letters, newsletters, web site; 
• Parents/carers evenings/sessions; 
• High profile campaigns e.g. Safer Internet Day; 
• Reference to the relevant web sites/publications. See appendix 1 for more information.  

    
Staff 
It is essential that all staff receive online safety training and understand their responsibilities, as 
outlined in this policy. Training will be offered as follows:  

• A planned programme of formal online safety training will be made available to staff. This 
will be regularly updated and reinforced;  

• All new staff should receive online safety training as part of their induction programme, 
ensuring that they fully understand the school online safety policy and acceptable use 
agreements;  

• This online safety policy and its updates will be presented to and discussed by staff in 
staff/team meetings/training sessions. 

 
Cyber-bullying 
Cyber-bullying can be defined as the use of Information and Communications Technology (ICT), 
particularly mobile phones and the internet, deliberately to upset someone else. It can be an 
extension of face-to-face bullying, with technology providing the bully with another route to harass 
their target. However, it differs in several significant ways from other kinds of bullying: the invasion 
of home and personal space; the difficulty in controlling electronically circulated messages; the size 
of the audience; perceived anonymity; and even the profile of the person doing the bullying and 
their target. 
 
Cyber-bulling can have a serious effect on pupils both in and outside school. The methods and the 
audience are broader than traditional bullying and the perceived anonymity can make escalation 
and un-intended involvement an increased risk. Foxfields Academy has a range of strategies and 
policies to prevent online bullying, outlined in various sections of this Policy. These include:  
• No access to public chat-rooms, Instant Messaging services and bulletin boards; 
• Pupils are taught how to use the Internet safely and responsibly, and are given access to 
guidance and support resources from a variety of sources; 
• Pupils are encouraged to discuss any concerns or worries they have about online bullying and 
harassment with staff, who have a range of materials available to support pupils and their families; 
• Pupils are informed on how to report cyber bullying both directly within the platform they are on, 
and to school; 
• Complaints of cyber bullying are dealt with in accordance with our Anti-bullying Policy; 
• Complaints related to child protection are dealt with in accordance with school child protection 
procedures. 
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Grooming 
Grooming is a word used to describe how people who want to co-opt or potentially harm children 
and young people get close to them, and often their families, and gain their trust. Online grooming 
may occur by people forming relationships with children and pretending to be their friend. They do 
this by finding out information and seeking to establish false trust. The school has measures in 
place to educate and protect pupils against this risk. These include:  
• No access to public chat-rooms, Instant Messaging services and bulletin boards. No mobile 
phones; 
• All online access and pupil generated content in school is monitored and password protected; 
• Pupils are taught how to behave responsibly on line and the ‘golden rules’ in protecting personal 
information;  
• Pupils, staff, parents and governors are provided with appropriately targeted training on risks and 
solutions to keep safe on line. 
 
Cyber Crime  
Cybercrime is an umbrella term used to describe two closely linked, but distinct ranges of criminal 
activity. These are defined as: 

• Cyber-dependent crimes - Crimes that can be committed only through the use of 
Information and Communications Technology (‘ICT’) devices, where the devices are both 
the tool for committing the crime, and the target of the crime. For example: developing and 
propagating malware for financial gain, hacking to steal, damage, distort or destroy data 
and/or network or activity. 

• Cyber-enabled crimes – Traditional crime that is enhanced in scale or reach by use of 
technology. For example: cyberbullying, online fraud, online grooming, malicious 
communications.  

Computer Misuse Act 1990 
This Act makes it an offence to: 

• Erase or amend data or programs without authority; 
• Obtain unauthorised access to a computer; 
• “Eavesdrop” on a computer; 
• Make unauthorised use of computer time or facilities; 
• Maliciously corrupt or erase data or programs; 
• Deny access to authorised users. 

 
If a pupil or staff member comprises the school’s network, or commits a Computer Misuse Act 
offence against the school or anyone inside the school using high level computer skills a referral 
will be made to the East Midlands Special Operations Unit Cyber Prevent Team. See 
www.cyber4schools.net for more information. 
 

http://www.cyber4schools.net/
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Technical – Infrastructure and equipment filtering and motoring 
The school will be responsible for ensuring that the school infrastructure and network is as safe 
and secure as is reasonably possible and that policies and procedures approved within this policy 
are implemented.  It will also need to ensure that the relevant people named in the above sections 
will be effective in carrying out their online safety responsibilities: 

• School technical systems will be managed in ways that ensure that the school meets 
recommended technical requirements; 

• There will be regular reviews and audits of the safety and security of school technical 
systems; 

• Servers, wireless systems and cabling must be securely located and physical access 
restricted; 

• All users will have clearly defined access rights to school technical systems and devices; 
• All users will be provided with a username and secure password. Users are responsible for 

the security of their username and password; 
• Internet access is filtered for all users. Illegal content (child sexual abuse images) is filtered 

by the broadband or filtering provider. Content lists are regularly updated and internet use 
is logged and regularly monitored; 

• Internet filtering and monitoring should ensure that children are safe from terrorist and 
extremist material when accessing the internet; 

• The school has provided differentiated user-level filtering; 
• Appropriate security measures are in place to protect the servers, firewalls, routers, 

wireless systems, work stations, mobile devices, etc. from accidental or malicious attempts 
which might threaten the security of the school systems and data.  

• An agreed policy is in place regarding the extent of personal use that users 
(staff/students/pupils) and their family members are allowed on school devices that may be 
used out of school; 

 
Use of digital and video images 
The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and pupils instant use of images that they have recorded themselves or downloaded 
from the internet. However, staff, parents/carers and pupils need to be aware of the risks 
associated with publishing digital images on the internet. Such images may provide avenues for 
online-bullying to take place. Digital images may remain available on the internet forever and may 
cause harm or embarrassment to individuals in the short or longer term. The school will inform and 
educate users about these risks and will implement policies to reduce the likelihood of the potential 
for harm:  

• When using digital images, staff should inform and educate pupils about the risks 
associated with the taking, use, sharing, publication and distribution of images. In particular 
they should recognise the risks attached to publishing their own images on the internet e.g. 
on social networking sites; 

• Written permission from parents or carers will be obtained before photographs of pupils are 
published on the school website/social media/local press; 
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• Staff are allowed to take digital/video images to support educational aims, but must follow 
school policies concerning the sharing, distribution and publication of those images. Those 
images should only be taken on school equipment; the personal equipment of staff should 
not be used for such purposes; 

• Care should be taken when taking digital and video images that pupils are appropriately 
dressed and are not participating in activities that might bring the individuals or the school 
into disrepute; 

• Pupils must not take, use, share, publish or distribute images of others without their 
permission; 

• Photographs published on the website, or elsewhere that include pupils will be selected 
carefully and will comply with good practice guidance on the use of such images; 

• Pupils’ photographs will not be taken without the consent of the pupil.  
 
Data Protection 
Personal data will be recorded, processed, transferred and made available according to the current 
data protection legislation. See CIT Data Protection policy for more information.  
Staff must ensure that they:  
• at all times take care to ensure the safe keeping of personal data, minimising the risk of its 

loss or misuse; 
• can recognise a possible breach, understand the need for urgency and know who to report it 

to within the school; 
• can help data subjects understands their rights and know how to handle a request whether 

verbal or written.  Know who to pass it to in the school; 
• will not transfer any school/academy personal data to personal devices except as in line with 

school policy; 
• access personal data sources and records only on secure password protected computers 

and other devices, ensuring that they are properly “logged-off” at the end of any session in 
which they are using personal data. 

Communications 

A wide range of rapidly developing communications technologies has the potential to enhance 
learning. When using communication technologies, the school/academy considers the following as 
good practice: 

• The official school email service may be regarded as safe and secure and is monitored. 
Users should be aware that email communications are monitored; 

• Users must immediately report, to the nominated person – in accordance with the school 
policy, the receipt of any communication that makes them feel uncomfortable, is offensive, 
discriminatory, threatening or bullying in nature and must not respond to any such 
communication;  

• Pupils should be taught about online safety issues, such as the risks attached to the sharing 
of personal details. They should also be taught strategies to deal with inappropriate 
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communications and be reminded of the need to communicate appropriately when using 
digital technologies; 

• Personal information should not be posted on the school website and only official email 
addresses should be used to identify members of staff.  

 

Other Policies 

This policy complements and supports a range of other policies, for instance: 

• Child Protection policy 
• Behaviour policy  
• Anti-bullying policy  
• CIT – Acceptable Use of Internet policy  
• CIT – Code of Conduct 
• CIT – Data Protection Policy  
• CIT – Mobile Device Policy  
• CIT – Photography Social Media policy  
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Appendix 1 
Links to other organisations or documents 
The following links may help those who are developing or reviewing a school online safety policy 
and creating their online safety provision: 
Safer Internet Centre – https://www.saferinternet.org.uk/ 
South West Grid for Learning - https://swgfl.org.uk/products-services/online-safety/ 
Childnet – http://www.childnet-int.org/  
Professionals Online Safety Helpline - http://www.saferinternet.org.uk/about/helpline 
Revenge Porn Helpline - https://revengepornhelpline.org.uk/ 
Internet Watch Foundation - https://www.iwf.org.uk/ 
Report Harmful Content - https://reportharmfulcontent.com/ 
CEOP 
CEOP - http://ceop.police.uk/ 
ThinkUKnow - https://www.thinkuknow.co.uk/  
Others 
LGfL – Online Safety Resources 
Kent – Online Safety Resources page 
INSAFE/Better Internet for Kids  - https://www.betterinternetforkids.eu/ 
UK Council for Internet Safety (UKCIS) - https://www.gov.uk/government/organisations/uk-council-
for-internet-safety 
Netsmartz - http://www.netsmartz.org/  
Bullying/Online-bullying/Sexting/Sexual Harassment  
Enable – European Anti Bullying programme and resources (UK coordination/participation through 
SWGfL & Diana Awards) - http://enable.eun.org/ 
SELMA – Hacking Hate - https://selma.swgfl.co.uk 
DfE - Cyberbullying guidance - 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullyin
g_Advice_for_Headteachers_and_School_Staff_121114.pdf 
Childnet – Cyberbullying guidance and practical PSHE toolkit: 
http://www.childnet.com/our-projects/cyberbullying-guidance-and-practical-toolkit 
Childnet – Project deSHAME – Online Sexual Harrassment 
UKSIC – Sexting Resources 
Anti-Bullying Network – http://www.antibullying.net/cyberbullying1.htm 
Ditch the Label – Online Bullying Charity 
Diana Award – Anti-Bullying Campaign 
Social Networking  
Digizen – Social Networking  
UKSIC - Safety Features on Social Networks 

https://www.saferinternet.org.uk/
http://www.swgfl.org.uk/
http://www.childnet-int.org/
http://www.saferinternet.org.uk/about/helpline
https://www.iwf.org.uk/
https://reportharmfulcontent.com/
http://ceop.police.uk/
http://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/
https://www.lgfl.net/online-safety/resource-centre?a=3
http://www.kelsi.org.uk/child-protection-and-safeguarding/e-safety/e-safety-classroom-materials
https://www.betterinternetforkids.eu/
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
http://www.netsmartz.org/
http://enable.eun.org/
https://selma.swgfl.co.uk/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
http://www.childnet.com/our-projects/cyberbullying-guidance-and-practical-toolkit
http://www.childnet.com/our-projects/project-deshame
https://www.saferinternet.org.uk/advice-centre/teachers-and-professionals/teaching-resources/sexting-resources
http://www.antibullying.net/cyberbullying1.htm
https://www.ditchthelabel.org/
http://www.antibullyingpro.com/
http://digizen.org/socialnetworking/
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/safety-features
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Children’s Commissioner, TES and Schillings – Young peoples’ rights on social media 
Working with parents and carers 
Online Safety BOOST Presentations - parent’s presentation 
Vodafone Digital Parents Magazine 
Childnet Webpages for Parents & Carers 
Get Safe Online - resources for parents 
Teach Today - resources for parents workshops/education 
Internet Matters  
Prevent 
Prevent Duty Guidance 
Prevent for schools – teaching resources 
NCA – Cyber Prevent 
Childnet – Trust Me 

 

 

 

https://www.tes.com/teaching-resources/digital-citizenship
http://www.swgfl.org.uk/boost
http://www.vodafone.com/content/parents/digital-parenting.html
http://www.childnet.com/parents-and-carers
http://www.getsafeonline.org/nqcontent.cfm?a_id=1182
http://www.teachtoday.de/en/
https://www.internetmatters.org/
https://www.gov.uk/government/publications/prevent-duty-guidance
http://www.preventforschools.org/
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime/cyber-crime-preventing-young-people-from-getting-involved
https://www.childnet.com/resources/trust-me
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